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1 Overview 
The Good Dynamics™ (GD) software provides a secure platform for managing mobile devices that are 
running customized apps and are accessing corporate data and services through the enterprise 
firewall. The GD platform is not limited to the corporate intranet; it also enables the mobilized software 
to access online services available on the web. 

This document describes the security considerations required by a GD application which is running on 
a user’s mobile device , the GD enterprise servers running behind the enterprise firewall, and the 
confidentiality of data in transit between the GD app and the GD enterprise servers. 

The GD platform builds upon the mature security architecture of our Good for Enterprise solution, 
while providing additional security features to any app that is built and deployed on this platform. 

The GD platform is comprised of the components detailed below: 

GD NOC Enterprise

GD Enterprise 

Gateway

Relay Server

GD Client

App Servers

Catalog 

Server

GRP over TCP

Always-on connection

GP Server

GNP

Logical connection 

from GD client
GRP over TCP

SSL over TCP

HTTPS

HTTPS

HTTPS

Enterprise Firewall

HTTPS

Good Servers

MDC Server

GD Database

GC Server

SSL over TCP

 

The GD platform components and infrastructure 

 GD Client: An app with embedded calls to the GD client library. The client creates and 

manages the encrypted data-container on the mobile device for storing enterprise data. The 

client library is provided with the GD SDK. The library’s API provide access to services such 

as activation, push channel, enterprise connectivity, and secure storage for data on the 

device.  

 NOC: The Good Network Operations Center (NOC) which provides the GD app with the 

following: 

 Enterprise services and data from behind the corporate firewall 

 Internet services and data 
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 Good Control (GC) Server: The server inside the enterprise firewall that provides the 
management console and activation/provisioning service. The GC server also provides 
oversight of the GD app by enforcing corporate authorization and entitlement policies. 

 Good Proxy (GP) Server: The server inside the enterprise firewall which ensures secure 

communications between the enterprise and the NOC through the enterprise firewall 

 Relay Server: Server in the NOC that provides communications between the GD app and GP 

servers. 

 Good Relay Protocol (GRP): Protocol for end-to-end secure communications between the 

GD app and the GP server. 

 Good Notification Push (GNP): Protocol that allows notification messages to be pushed from 

an application server to GD app. 

1.1 Security Features 
The following table lists the major features of the GD platform and the specific security capability 
associated with that feature. 

Security Element Features 

Container Access  Different policies for different users  

 Remote lock 

 Compliancy Manager 

 Auto-Lock & User access authentication 

Container Data Storage  Secured & Managed container to protect enterprise data 

 Data encryption on device 

 Remote erase & lock 

Data Transmission  SSL connections 

 AES 192 packets encryption 

 FIPS-140 2 certification 

 Connection monitor 

Enterprise Resource Protection 

 

 No firewall holes 

 Role Based administration 

 No enterprise credentials outside the firewall 

 Centralized and cross platform security control over customer base 

 Connections to permitted application servers, or permitted domains. 

1.2 How Data is Protected 
This table provides summary of how data is protected by the GD platform. 

How is data protected … Answer Comment 

On Device   

Enterprise data is saved inside the 
GD app 

Encrypted with AES-CBC using 
random 192 bit key. 

 

GD app encryption key Protected with user 
password/secret. 

Password strength and 
requirement is set from the 
GC  console. 

After uninstallation Files are deleted.  

Device stolen User is asked for password. Data 
on device is encrypted. 

 

User is no longer entitled to the 
application 

GD app locked or data deleted. 
Initiated by enterprise administrator 
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using Good Control console. 

In transit   

Data in transit between the GD 
app and Good Proxy server. 

Encrypted with AES-CTR by GRP.  

Data in transit between application 
client and application server 

Application developer controls this. 
The GD client library provides 
HTTPS option.  

Data in transit between 
application client and Good 
Proxy server is encrypted 
by GRP regardless of what 
application developer uses 
at application layer. 

Data pushed by the application 
server to the GD app using GNP 
(sent from the GP server) 

Encrypted with AES-CBC.  

Good Control server to GD NOC SSL  

Good Proxy server to GD NOC SSL  

Good Control server to Good 
Proxy server, and Good Proxy 
server to Good Control server 

SSL  

 

2 The Good Dynamics Client 
The GD platform includes a client library, which is used to build applications for mobile devices. The 
GD client library provides the APIs to perform enterprise activation, data pushes, enterprise 
connectivity, and user authentication. The GD client library also provides encrypted file platform, and 
an encrypted database for protecting data at rest. For management, the GD client supports remote 
application and container management, including the ability to wipe application data. 

 Enterprise activation is the process by which a GD app receives initial provisioning and 

configuration data from the NOC, and the GC server. During this process, the GD app is also 

attached to an enterprise GC server for management, and receives security policies. Using 

this provisioning data, the GD app then connects to the application servers behind the 

enterprise firewall. 

Security aspects of enterprise activation are described under the Enterprise Activation section. 

 An activated GD app can establish a HTTP, HTTPS, and TCP connection to an application 

server behind the enterprise firewall by using API's exposed in the client SDK. Security 

aspects of enterprise connectivity are described in section  6 Enterprise Connectivity. The GD 

client library supports SSL V3, and TLS 1.0. SSL 1.0 and SSL 2.0 are not allowed. The GD 

client library also supports NTLM and Kerberos authentication for HTTP/S connections. 

 An activated GD app can request push service from its application server. The push service 

enables the application server to push data to the GD application when the GD application is 

not directly connected to the application server. Security aspects of the push service are 

described in section 6.2 The Encrypted Good Notification Push. 

 The GD client library API also provides encrypted file and encrypted database support to the 

GD application. The following section describes the security for the GD app storage. 

2.1 Data Storage on the Client  
The GD app stores all user and management data in encrypted files and databases locally on the 
device. These files and databases are encrypted with AES (CBC mode), using a 192 bit random key 
(Data Encryption Key), and random IV's.  
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 The Data Encryption Key itself is encrypted with a key based on the user known secret and stored in 
the GDStartupData file (see next section below).   

2.2 User Authentication and Key Storage 
The GD application can only be used by the user who has activated the application. After enterprise 
activation is completed, the user is asked to set a password. This password (User Secret) is used to 
authenticate the user and secure the Data Encryption Key. 

A cryptographic hash of the User Secret, the User Secret Hash, is stored in the GDStartupData file. 
The User Secret Hash on its own is used to authenticate the user, for example when the user enters 
the password to unlock the device after inactivity. 

User Secret Hash = PBKDF2 (User Secret, Random Salt, Iterations).  
  HMAC-SHA1 hashing scheme is used, with at least 5000 iterations. 
 Random Salt: 8 byte long 
  User Key Hash: 20 bytes long 
 
The User Secret is also used to derive the key (User Key) that is used to encrypt the Data Encryption 
Key. 
User Key = PBKDF2 (User Secret, Random Salt, Iterations). 
  HMAC-SHA1 hashing scheme is used, with at least 5000 iterations. 
 Random Salt: 8 byte long 
  User Key: 24 bytes (192bit) long 

EDEK = AEC-CBC (User Key to be encrypted, Data Encryption Key, IV).  

User Key Hash and EDEK both are stored in the GDStartupData file. 
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Good Dynamics client data persistence 
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2.3 A Temporary Password 
The GD platform supports the use of a temporary password to unlock the GD app. The temporary 
password can be used to unlock the GD app when the user's password is forgotten or when the GD 
app is remotely locked by the enterprise administrator.  

The temporary password (twenty characters long) is created by the GC server, and displayed to the 
administrator on the GC console. A lock code is required to create the temporary password. This lock 
code is displayed to the user on the GD app when temporary unlock password feature is invoked. The 
lock code displayed to the user is twenty chars long saved inside GDStartupData file. The strength of 
the temporary password and lock code is 92 bits.  

3 The Good Dynamics Enterprise Servers 
There are two types of GD servers installed inside the enterprise firewall in a deployment: a GC server 
and a GP server. There can be multiple GP servers. These servers only make outbound connections, 
and do not require inbound ports to be opened in the firewall. Both these servers work with outbound 
proxy servers, if proxy servers are installed in the enterprise. 

3.1 The GC Server 
The GC server manages users, the GD containers, the applications across all device platforms and 
the GP servers.  

The enterprise administrator uses the GC server to create and manage users, provision access keys, 
manage access, policies, and application permissions. Users must exist in the organizations Active 
Directory. The administrator can create different policies based on security needs for different users. 
Within a security policy, the administrator controls various requirements and conditions such as user 
authentication, user password strength, auto lock, copying of data outside of the secure GD container, 
compliance with OS version, hardware models, jailbreak and rooted detection. 

The enterprise administrator can also use the GC server to define and deploy applications to the 
users, create and manage application groups, and set application-specific configuration data. It also 
provides controls to allow or deny application groups to individual users. 

Using Good Control enterprise administrator can control to which application servers, domains etc. 
Good Dynamics clients can connect to. Good Control server also manages all Good Proxy servers 
installed inside the enterprise (see section below). Good Control server communicates with the Good 
Proxy Server over authenticated HTTPS connection. 

3.2 The GC Server Installation 

Installation of a GC server requires a serial number and license key issued by Good Technology. The 
Good Control server will register with the NOC, over HTTPS, using the serial number and license key. 
During this process, a binary login key is negotiated. The binary login key is used in future sessions, 
along with the serial number and license key, to authenticate to the NOC. Also, the GC server 
generates a 2048bit RSA key pair during installation. This key pair is used to host the SSL connection 
for the GC client and the GP server.  This key pair can be changed by the administrator by installing 
certificate issued from a well known CA. 

Also during installation, an overall administrator (super-admin) is assigned. The super-admin must 
already be present in the corporate directory. Additional administrators, with different roles, can be 
added by the super-admin. Additional administrators must also be present in the corporate directory. 
Only designated administrators can log in to the Good Control console and manage users, containers 
and applications. All actions taken by administrators are logged for audit purposes. 

All policy, configuration, and client container information is saved by the GC server in the database 
provided by the enterprise administrator during the GC server installation. Access to the database 
server is authenticated. 
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3.3 The GP Server 
The GP server helps the GD app connect to the application servers that are inside the enterprise 
firewall. The GD app's connection with the GP server is authenticated and encrypted using GRP 
protocol. This connection is encrypted using AES CTR (192bit).  

he GP server connects to the application server over TCP to complete the GD app's connection with 
the application server. The connection between the GP server and the application server, which is 
entirely inside the enterprise firewall, is not encrypted by default. If you desire private communications 
over this connection, the GD app can use SSL which is supported by the GD client library. 

The GP server only allows connections from the GD apps to the application servers that have been 
permitted by the administrator through the GC console. The GP server also provides an encrypted 
push-service to the application servers.  

The GP server does not have its own user interface, and does not save any data to permanent 
memory. The GP server gets authentication data from the GC server by using SOAP over HTTPS to 
authenticate connections from GD apps. 

3.4 The GP Server Installation 

Only a GC administrator can install a GP server. During installation, the GP server registers with the 
GC server and is assigned a license key and server name. With these credentials, the GP server 
authenticates itself to the NOC and negotiates a login key. Subsequent connection to the NOC require 
both license key and login key for authentication. The GP server connects to the NOC using SSL. The 
GP server's connection to the GC server is also authenticated with the authentication token 
established during the installation process.  

Also during installation, the GP server generates a 2048bit RSA key pair. The public certificate for this 
key pair is signed by the GC server. This key pair is used to host HTTPS connection for the GC 
server, and the application servers (for push/GNP service).  This key pair can be changed by the 
administrator by installing certificate issued from a well known CA. 

An enterprise administrator may install multiple GP servers for load balancing and fault tolerance. A 
list of available GP servers is sent to the GD apps by the GC server. 

4 The Good Network Operations Center (NOC) 
The NOC has multiple types of servers running in the cloud hosted by Good Technology, along with a 
database server. 

4.1 The MDC Server 
 All GD apps maintain an always-on connection to this component of the NOC by using SSL over 
TCP.  This connection is authenticated. This connection is used to perform enterprise activation of the 
GD app, deliver GNP push messages to the GD app, and send enterprise connection set-up 
messages to the GP server. 

4.2 The GD Enterprise Gateway 
The GC and GP servers which are running inside the enterprise firewall connect to this component of 
the NOC over HTTPS to provide their services. The GP server is connected constantly, whereas the 
GC server establishes a connection as required. All connections are authenticated using the license 
key and login key established during server registration. 

4.3 The Relay Server 
 The GD apps establish a connection to their enterprise GP server through this component.  Both GD 
apps and GP servers connect to this component by using the Good Relay Protocol (GRP) over TCP. 
See The Relay Server section for additional information. 



 

 

 

  Page 9 of 12 

 

4.4 The Catalogue Server 
 This component provides an application life-cycle and application management service to the GD app 
and the GC server. 

The GC server uploads application metadata, and sets permissions for a user or a group. The GC 
server uses its license and login keys to authenticate to the catalogue server over HTTPS. All actions 
taken by the enterprise administrator (using GC) on the catalogue server are logged for audit 
purposes. 

The GD app checks for application entitlement for its user, and wipes the application when permission 
for the installed application is removed. The GD app uses GNP token to authenticate itself to the 
catalogue server over HTTPS. 

5 Enterprise Activation 
Enterprise activation is the process by which a GD app gets activated in the NOC and in the enterprise 
GC server.  The GD app also receives initial provisioning and configuration data from the GC server 
and the NOC on successful completion of this process. At the end of this process the GD app has 
permissions setup to connect to the allowed application servers inside enterprise firewall. It has the 
keys to securely communicate with the NOC and the GP servers in the enterprise. 

To start the activation process, the user needs an access key. The access key is delivered in an email 
when the GC administrator adds the user in the GC console. 

When the user is added to the GC console and issued an access key (a random 15 digit alpha-
numeric data [a-z, 0-9], same strength as random 72bits), a PBKDF2 hash of the access key is sent to 
the NOC over a HTTPS connection. The access key is only available to the user and the GC server. 
When the user installs the GD app and performs the set-up, the enterprise activation process starts. 
The user is asked to enter an email address which is used to send an access key. 

In the first step, the GD app performs activation by sending the email address and hash of the access 
key over an SSL connection to the NOC. If this credential (email address and hash of access key) is 
active, then the NOC sends provisioning data such as the Master Link Key, the Relay server, a list of 
GP servers and the GC server, to the GD app. 

In the second step, the GD app exchanges random data (to be used in the following step) with the GC 
server by sending the request message to the NOC over a SSL connection. The NOC forwards this 
message to the GP server over a HTTPS connection. The GP server, in turn, forwards this message 
to the GC server over HTTPS. The GC server returns a random data token to the GD app by using the 
GNP mechanism. 

In the third step, the GD app derives an encryption key (192 bit) by performing PBKDF2 (HMAC-
SHA1) over the access key, and the two random data tokens exchanged in step two. The GD app 
then requests enterprise provisioning data (in the same way as step two above), and the GC server 
returns provisioning data such as the Master Session Key, application configuration data, and a list of 
GP servers, over the GNP mechanism. The information is encrypted using an AES CBC cipher and 
the encryption key described above.  

Provisioning data is not decipherable by the NOC because the access key is private to the GD app 
and the GC server. 
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Components and protocols involved in enterprise activation 

6 Enterprise Connectivity 

6.1 The Good Relay Protocol 

The Good Relay Protocol (GRP) provides a secure two-way communication channel between the GD 
app on the device and the GP server inside the enterprise firewall. Data exchanged over this channel 
is secured by using an AES encryption (192 bit, counter mode). GRP is a two-layered protocol. 

The lower GRP layer has two segments. The first segment is between the GD app and the Relay 
server. The second segment is between the Relay server and the GP server. The segment between 
the GD app and the Relay server is a TCP connection that is encrypted using an AES cipher in 
counter mode (with 192 bit key). The Master Link Key setup during provisioning is used to 
authenticate and secure the exchange of encryption key for this connection. The segment between the 
Relay server and GP server is a TCP connection with SSL. The GP server license key is used to 
authenticate this connection. 

The upper GRP layer is the end-to-end protocol between the GD app and the GP server that carries 
application data. This layer is encrypted with a session key that is not known to the Relay server.  

The GRP authentication service is used to negotiate the authentication token, and the session key for 
upper GRP layer. The authentication token is used by the GD app to authenticate itself to the GP 
server for each connection. The session key is used for encrypting data for each upper GRP layer 
connection. An authentication token and session key combination can be used for 24 hours, after 
which they expire. The authentication token and session key are exchanged securely over GRP using 
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a key derived from the Master Session Key (the key exchanged during enterprise activation). HMAC-
SHA1 message authentication code is used to ensure integrity of the GRP authentication service. 
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6.2 The Encrypted Good Notification Push 
The GNP service is primarily provided by the NOC. The GP server encrypts the message pushed by 
the application server so that only intended GD app can decrypt the message. 

Application servers send GNP commands to any one of their enterprise’s GP servers. The GP server 
then encrypts the push message, with an AES CBC (192 bit) cipher using the GRP session key and 
sends the pushed message to the NOC. HMAC-SHA1 digest is used to ensure the integrity of the 
push message. The pushed message is then delivered to the GD app by the MDC server running 
inside the NOC. The GD app decrypts this message, and delivers the pushed content to the client 
application. 
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Legal Notice 

This document, as well as all accompanying documents for this product, is published by Visto Corporation dba 
Good Technology (“Good”). Good may have patents or pending patent applications, trademarks, copyrights, and 
other intellectual property rights covering the subject matter in these documents. The furnishing of this, or any 
other document, does not in any way imply any license to these or other intellectual properties, except as 
expressly provided in written license agreements with Good. This document is for the use of licensed or 
authorized users only. No part of this document may be used, sold, reproduced, stored in a database or retrieval 
system or transmitted in any form or by any means, electronic or physical, for any purpose, other than the 
purchaser’s authorized use without the express written permission of Good. Any unauthorized copying, 
distribution or disclosure of information is a violation of copyright laws. 

While every effort has been made to ensure technical accuracy, information in this document is subject to change 
without notice and does not represent a commitment on the part of Good. The software described in this 
document is furnished under a license agreement or nondisclosure agreement. The software may be used or 
copied only in accordance with the terms of those written agreements. 

The documentation provided is subject to change at Good’s sole discretion without notice. It is your responsibility 
to utilize the most current documentation available. Good assumes no duty to update you, and therefore Good 
recommends that you check frequently for new versions. This documentation is provided “as is” and Good 
assumes no liability for the accuracy or completeness of the content. The content of this document may contain 
information regarding Good’s future plans, including roadmaps and feature sets not yet available. It is stressed 
that this information is non-binding and Good creates no contractual obligation to deliver the features and 
functionality described herein, and expressly disclaims all theories of contract, detrimental reliance and/or 
promissory estoppel or similar theories. 

Patents, Legal Information & Trademarks 

©Copyright 2011. All rights reserved. Good Technology, Good, the Good logo, Good for Enterprise, Good For 
You, and Good Mobile Messaging, are either trademarks or registered trademarks of Good. All third-party 
trademarks, trade names, or service marks may be claimed as the property of their respective owners and are 
used only to refer to the goods or services identified by those third-party marks. Good’s technology is protected by 
U.S. Patents 6,085,192; 5,968,131; 6,023,708; 5,961,590; 6,131,116; 6,151,606; 6,233,341; 6,131,096, 6,708,221 
and 6,766,454 along with numerous other U.S. and foreign patents and applications pending.  

 


