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For mobile government personnel, every mile and
every minute matters. Staying productive requires
staying connected to colleagues and constituents.
Good Mobile Messaging S/MIME is a wireless e-
mail solution that extends S/MIME security benefits
such as authentication, privacy and integrity of e-
mail to Windows Mobile® smartphones. In addition,
Good Mobile Messaging S/MIME is designed to
work with Department of Defense (DoD) Public
Key Infrastructure (PKI) and Common Access
Cards (CACs). Leading government agencies

are benefiting from the Good Mobile Messaging
advantages:

Good Mobile Messaging S/MIME’s intuitive user
interface ensures that you get up and running
quickly while allowing you to personalize the way
you view, prioritize, and find information. Good
also allows you to select RSS news feeds so that
you can stay up-to-date with the information you
care about. Plus an easy 3-click Smartcard pairing
simplifies secure communications.

Good Mobile Messaging S/MIME provides end-
to-end encryption that protects the agency
firewall, over-the-air (OTA) transmissions and the
smartphone itself. Since it is fully integrated with

Good Mobile Control, IT administrators can remotely
control device components including camera,
Bluetooth, SD cards, and more. IT can also prevent
users from running certain applications, encrypt SD
cards and folders, and mandate compliance with IT
policies.

Installations and upgrades of Good Mobile
Messaging S/MIME as well as other handheld
software and policies are done completely OTA.
With the Web-based Good Mobile Control portal, IT
can access management and security capabilities
from virtually anywhere. IT personnel spend less
time managing desktop software and smartphones
while users spend more time connected and
productive.

Minimize troubleshooting and support costs with
real-time visibility of the entire mobile deployment,
including hardware type and version, software
versions and even handheld radio status.

Good Mobile Messaging S/MIME gives you the
power to choose from multiple Windows Mobile
powered handhelds from leading carriers, so you
get maximum flexibility and avoid vendor lock-in.



A good mobile experience - for everyone.
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Send signed and encrypted
messages.

Easily identify signed and
encrypted e-mails.

From: Eugene Liderman
Subject: Update on MWG conference
Security. i Verifying on Server.
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The IWWTG comfiarence was 8 big success. Our live demo went
vary smockhly 3ad was well accepted. Pleese view the
attached status report for the details
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Automatically verify certificates
from the server.
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& Compose Options

Send signed and encrypted
attachments and pictures.

Your account is enabled for secure email To use
this feature, you need to setup your CAC reader.

Before you begin, ensure that your handheld and
CAC reader are fully charged.

You need your CAC, CAC PIN, and CAC reader.
Connect the reader to the handheld with the cable.

Pair CAC reader to smartphone in
3 easy clicks.
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GOOD FOR USERS.

As intuitive and familiar as your desktop — Good Mobile Messaging S/MIME* is optimized for use

on Windows Mobile® smartphones. Tasks such as composing encrypted or signed e-mail, viewing

rich attachments, or scheduling meetings are just clicks away. And because Good Mobile Messaging
S/MIME lets users run several applications at once, it’s as easy to multi-task as it would be on a laptop

or desktop PC. Key user features include:

S/MIME highlights

e Compose, send, receive and read signed
and/or encrypted e-mail

e Support for secure Bluetooth and USB CAC
reader communication®

¢ |Intuitive 3-click CAC pairing

e Verify certificates from handheld

e Automatically verify certificates from server

e Server-based certificate look-up and
validation via LDAP and OCSP

e Support for Name Check Suppression

e Automatic, hassle-free access to certificates
stored in personal contacts

E-mail highlights

e Create, send, receive, delete, file, search and
sort e-mail

¢ View e-mail via preview pane, single-line
display or two-line display

e View and send rich attachments

e Synchronize e-mail sub-folders

* Prioritize and filter e-mail date, sender,
conversations, follow-up flag and more

e Conversation view allows rapid processing of
complex threads

e Global Address List (GAL) lookup to access
your organization’s directory

RSS and News Feeds
e Good Mobile News RSS reader is integrated
with your Good e-mail and PIM interface

Calendar highlights

e Check free/busy status of invitees

e Automatically find available rooms

e View and accept meeting invitations
e Daily, weekly and monthly viewing

Contacts highlights

e Search, edit, add and delete contacts

e Manage public, shared and personal contacts
e Automatic caller ID integrated with contacts

GOOD FOR IT.

Always secure, easy to manage — Good Mobile Messaging S/MIME requires a single, behind-the-fire-
wall server that can be installed in about an hour. And because it’s fully integrated with Good Mobile
Control, it’s easy for IT managers to maintain because it allows for wireless OTA management of all
mobile software, policies and settings. Key features include:

Security

¢ Designed for HSPD 12 and DoD 8100.2
Compliance

e FIPS 140-2 Certified

¢ No inbound firewall holes

e Remote control of password policies

¢ Remotely erase the device if it is lost

¢ Remote control of handheld components like
cameras, Bluetooth, Infrared, SD cards, etc

e Enforce compliance with IT policies by
defining mandatory applications

¢ Prohibit use of certain handheld applications

*Good Mobile Messaging S/MIME is available for Microsoft
Exchange 2003 and Microsoft Exchange 2007.

For more information, please call 866 7 BE GOOD, email sales@good.com, or visit www.good.com.

Good Technology Headquarters

101 Redwood Shores Parkway, Suite 400
Redwood City, CA 94065 USA

+1 650 486 6000

Good Technology US
4250 Burton Drive
Santa Clara, CA 95054
+1 866 7 BE GOOD

Management and administration

e OTA deployment and management of Good
and third-party apps like virus protection

e Centrally define and enforce policies
(e.g. passwords and required applications)

* Robust policy templates and policy sets allow
IT to customize policies by users, device OS
and more

e Management dashboard provides a complete
picture of your mobile deployment including
server status and users by OS

e Option for SD Card install

TSupports industry approved Bluetooth Smart Card readers
(CAC readers)
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