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(Good Mobile Control™ for iPhone

For IT professionals, managing mobility is no easy
task, especially as users demand support for an
increasingly diverse range of mobile devices.Good
Mobile Control for iPhone provides IT managers
with the centralized control and end-to-end visibility
they need to manage a fleet of iPhones.

Good Mobile Control for iPhone enables IT
managers to deploy and manage this highly
requested platform in a controlled and scalable
manner. Provisioning of corporate email and device
policies is done completely over-the-air (OTA). With
centralized, automated configuration and distribution
of WiFi and VPN settings and security certificates,

IT can say goodbye to manual tracking and multiple

management consoles.

Minimize troubleshooting and support costs with
complete visibility of all the iPhones deployed

within the enterprise, including hardware type,
serial number, device sync history as well as
policies applied. IT personnel spend less time
managing desktop software and manually tracking
iPhones while users spend more time connected
and productive.

Good Mobile Control for iPhone provides
enhanced security that protects over-the-air
(OTA) transmissions and the device itself. IT
managers can remotely control password policies
and remote erase the device, in the event it’s

lost or stolen. Instead of opening up access

to an unlimited number of devices connecting

to corporate email via ActiveSync, IT can limit
access to only one device.

Good Mobile Control for iPhone is fully integrated
with the Good Mobile Control component of
Good for Enterprise, simplifying the management
and security of mixed device environments (e.g.
Windows Mobile, Symbian, Palm, iPhone). From
a single management portal, IT managers have

a comprehensive view of an enterprise’s entire
mobile deployment. IT managers can filter users
by policies applied to the mobile device, mobile
OS or Good server. Once a filtered list is created,
bulk actions, such as making policy changes, can
be easily applied.



Simplify Enterprise iPhone Deployments

Complete control and visibility of
large scale iPhone deployments
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Controlled and scalable iPhone deployments —
Good Mobile Control for iPhone enables IT to
easily deploy and manage a fleet of iPhones. IT
managers can centrally manage mobile device
policies and settings. With robust wireless over-
the-air (OTA) management capabilities, deploy-
ment of all device configurations and policies is
a snap. Plus device management and security is
accessed through a single, web-based interface,
providing IT access from virtually anywhere. Key
features include:

e Encryption of OTA data transmissions

Data encryption (available with iPhone 3G S
hardware)

¢ Remote control of password policies

¢ Remotely erase the device, not just email and
PIM data, if it is lost or stolen

¢ Limit corporate email access to a single device

One central place to view and manage security
policies and device configurations

Management dashboard provides visibility of the
entire iPhone fleet as well as other devices

Anytime, anywhere management with the Web-
based Good Mobile Control

OTA provisioning of corporate email
OTA policy management (e.g. password)

Centralized management and distribution of VPN
& WiFi settings and security certificates

View device statistics to improve troubleshooting
user issues

Role-based Administration allows IT manages to
delegate administrative tasks

Filter users by policies applied, mobile OS or
Good server

Apply changes such as password policies or
remote wipe to the filtered list of users

iPhone Security and Management Solution Comparison

Selective provisioning of users for corporate email v v v
Push email and PIM v v x1
Simplified OTA end-user provisioning v x x
Enforce device password v v x2
Centralized configuration of VPN & WiFi settings and security certificates v x x
Automated distribution of VPN & WiFi settings and security certificates v x x
Remote wipe v v %3
Restrict access to a single device v x v
Data encryption on device V4 V4 v
Encryption of OTA data transmissions v v v
Unified view and tracking of mobile users v x v
Device synchronization statistics v v v's
View/Sort users by policy, device OS, server v x X
Role-based administration v x %6
Web-based management console v x X
Lotus Domino support x X v
Exchange 2003 support x v v
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Requires the user to launch the application receive email and calendar updates. It is a “pull” solution.

Provides password enforcement for their application only.

Only erases email and calendar info, only after the user launches the application.
Available with iPhone 3G S hardware.

Requires application to be launched in order to collect statistics from the device
Requires Sybase Afaria Mobile Device Management and Security

For more information, please call 866 7 BE GOOD, email sales@good.com, or visit www.good.com.
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